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Introduction

Introduction
In its third commercial year,
5G is gradually becoming
mainstream in more markets.

T

o date, more than 240 live 5G
networks have been deployed in 74
countries serving around 700 million
mobile and fixed wireless subscribers,
according to research house Omdia.
However, unlike its predecessors, the
fifth network generation promised users
and the industry alike to offer ‘smart’
technologies and advanced use-cases,
unleashed by 5G standalone (SA)
capabilities such as zero latency and
ultra-high reliability. Yet, six months into
2022 we are still just at the dawn of 5G
SA, as it comprises only almost 8% of
total 5G networks rolled out to-date,
according to Omdia.
Nevertheless, we are also experiencing
an explosion of new opportunities
complementing 5G in the space of
cloud and virtualisation, open-source
networking, edge computing and

private networks. Intrinsically, this year’s
Telecoms.com annual 5G survey delves
right into the participant’s views on the
challenges of ecosystem transformation,
while investigating the best revenue and
technological opportunities, attitudes
towards security and 5G as a trigger to
introduce open-source networks and
virtualisation, and lastly examining the
state of play for 5G private networks. This
report presents the findings aiming to
serve such purpose.
Telecoms.com Intelligence conducted
the survey in collaboration with Openet,
CommScope, VIAVI, Red Hat and
BICS. With regards to regional spread,
respondents represent companies
located across the globe with the highest
concentrations in Europe (35%), North
America (28%) and Asia Pacific (20%).
Respondents also represent a wide

variety of businesses and institutions very
much engaged in the deployment of
5G. The two leading groups were service
providers (mobile, fixed, and virtual)
and system integrators tied at 26%
each. The next largest group worked for
hardware and software vendors, making
up 23% of respondents. With respect to
respondents’ specific jobs, the largest
group were C-level executives making up
a quarter of all respondents (25%). Next
came Sales and Marketing professionals
at 18% and mid-level management at
16%. In terms of industry tenure, 68% of
respondents have at least 20 years of
experience in the telecommunications
industry, making them seasoned
professionals. These demographics
suggest the survey results can be read
with a very high level of confidence that
they reflect what is taking place in our
industry and ecosystem.

WRITTEN BY ARMITA SATARI
HEAD OF CUSTOM CONTENT, TELECOMS.COM
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H

owever, the promise of 5G
and its key capabilities
go far beyond pure consumer
connectivity and well into
serving industry verticals. Early
pre-commercial 5G exhibitions
and conferences showcased a
host of advanced use case and
partnerships with enterprises,
driven by its differentiated
capabilities, and were anticipated
to flood the headlines with
commercial launches.

5G has performed well at
delivering enhanced Mobile
Broadband (eMBB) in many
parts of the globe.

As more 5G SA network launches
are expected to emerge, we
are keen to understand which

FIGURE 1: INDUSTRIES EXPECTED TO MAKE THE BEST USE OF 5G
QUESTION: WHICH TWO INDUSTRIES DO YOU THINK WILL EVENTUALLY
MAKE THE BEST USE OF 5G? (SELECT UP TO TWO.)
Transport and logistics

50%
Telecoms

44%
Manufacturing

41%
Entertainment

20%
Agriculture

11%
Heavy industry

11%
Retail

4%

“There is a strong consensus that 5G’s greatest
commercial feature will shift away from acting
purely as a connectivity pipe, and towards its
core capabilities such as URLLC”

industries will ultimately reap
the benefits and full potential
of 5G most. As such, this year’s
survey opened by asking the
respondents to select up to
two industries that they expect
to do that best. Ranking first
are the transport and logistics
(50%) industries, tightly followed
by telecoms (44%), and the
manufacturing (41%) industries.
In a further distance comes the
entertainment sector (20%),
despite all the repeated hype
around VR and AR gaming [Fig1].
As to the capabilities 5G can
enable, we wanted to take stock
of what the industry currently
sees as 5G’s greatest commercial
significance and where they
believe this is headed. The most
frequently cited feature with the
greatest commercial significance
remains eMBB (54%) at present.
The remaining features are

somewhat of a mixed bag,
though, with nearly two in five
participants selecting private
networks (38%) and 35% selecting
ultra-reliable low latency
communication (URLLC) [Fig2].
Despite paying the bills for
the time being, it would be
somewhat disappointing if eMBB
and mere connectivity provision
remained the most significant
commercial driver for 5G in
future. With most of 5G consumer
offerings now made up of very
large or unlimited data packages,
operators need to refocus on
how to drive healthy revenues
through 5G and how to shift from
a connectivity pipe model to a
platform business model. Though
this is not to say that eMBB will
play no commercial role in the
future of 5G at all, this view is also
reflected in the responses to our
next question.
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FIGURE 2: 5G FEATURES WITH THE GREATEST COMMERCIAL
SIGNIFICANCE TODAY
QUESTION: WHICH FEATURES ASSOCIATED WITH 5G ARE CURRENTLY OF
THE GREATEST COMMERCIAL SIGNIFICANCE? (SELECT UP TO THREE.)

FIGURE 3:
5G FEATURES WITH THE GREATEST COMMERCIAL SIGNIFICANCE THREE YEARS FROM NOW
QUESTION: THREE YEARS FROM NOW, WHICH FEATURES ASSOCIATED WITH 5G DO YOU EXPECT WILL BE OF THE
GREATEST COMMERCIAL SIGNIFICANCE? (SELECT UP TO THREE.)

Enhanced mobile broadband

Ultra-reliable low-latency communication

54%
Private networks

47%
Massive machine-type communications

38%

37%

Ultra-reliable low-latency communication

Network slicing

35%

33%

Mobile edge computing

Mobile edge computing

29%

33%

Massive machine-type communications

Private networks

27%

30%

Network slicing

Enhanced mobile broadband

22%

27%

Next generation devices

Next generation devices

18%

20%

Open RAN

Open RAN

15%

19%

Virtualized core

Virtualized core

11%

When asked about their views
of these features three years
from now, the outlook seems
more promising. There is a strong
consensus that 5G’s greatest
commercial feature will shift
away from acting purely as a
connectivity pipe, and towards its
core capabilities such as URLLC
(47%), massive machine-type
communication (37%), mobile
edge computing (MEC) and

9%

network slicing, each 33%, and
with eMBB now relegated to the
fifth place at 27% [Fig 3]. This may
be due to the expectation of 5G
SA ramping up over the next few
years, which is what is needed to
support these technologies.
Commercial significance does
not always equate to smooth
ecosystem transformation, and
it is inevitable that the industry

faces numerous challenges in the
runup to business transformation
for the 5G ecosystem. As such,
nearly half of our industry
professionals (46%) believe
making a business case for
the migration to the cloud
which is required to adopt an
open strategy is the primary
challenge in transforming their
businesses to participate in the
5G ecosystem [Fig 4]. This is despite

features such as network slicing
and mobile edge computing
requiring substantial workloads
and making cloud computing a
key component of the structure.
Migrating from legacy to the
cloud is a complex decision,
requiring weighing out return on
investment and ensuring internal
resources and skills are available.
This suggests that use cases
and their monetisation models

are not compelling or mature
enough to define and justify the
business case, despite the overall
commercial opportunities.
As shown in Figure 4, there is also
a fairly strong view that lack of
internal resource and knowledge
required to develop technical and
commercial relationships with third
parties in the 5G ecosystem is the
second significant challenge (38%).
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However, there seems to be a
lack of consensus as to the other
challenges investigated here
with an almost even spread
for complexity of new software
deployment (32%), lack of clarity
around third-party partnerships
(32%), security concerns (31%)
and lack of clear software
vendor roadmap (30%) [Fig 4]. This
indicates that telcos, and their
partners alike, are still working out
the best approaches to digital
transformation.
As the fastest-adopted mobile
generation taps into a host

of industries and third-party
organisations, clarity can make
or break new services adopted.
We asked the industry about
the challenges to enabling
third-party network slicing as
part of the B2B2X business
model - assuming widescale
5G SA network coverage. The
industry believes there is currently
a lack of role clarity between
private enterprise networks and
dedicated network slices and
when each particular model
is more appropriate (41%).
They also believe building a
meaningful partner ecosystem to

FIGURE 5:
MOST IMPORTANT INGREDIENT IN THE MONETISATION OF 5G SERVICES
QUESTION: IN THE CONTEXT OF MONETISATION OF 5G AND ENABLING
THIRD PARTIES TO CHARGE FOR NEW 5G SERVICES, WHAT DO YOU SEE AS
THE SINGLE MOST IMPORTANT INGREDIENT FOR CSPS TO ENABLE THIS?

Lower cost to service and
increased automation....................................29%
Intelligent monetisatons,
powering contextual analytics
and customer experiences...........................26%
Cloud native capabilities and
scalability...............................................................18%
Partner onboarding and monetization
ecosystem enabled..........................................18%
Platform base monetization
architecture......................................................... 10%

FIGURE 4: CHALLENGES IN TRANSFORMING BUSINESS FOR THE 5G ECOSYSTEM
QUESTION: WHAT ARE THE MAIN CHALLENGES IN TRANSFORMING YOUR BUSINESS TO PARTICIPATE IN THE 5G
ECOSYSTEM? (SELECT ALL THAT APPLY)
Hard to make a business case for the migration to the cloud required to adopt an open strategy

46%
Lack of internal resource and knowledge required to develop technical and commercial relationships with third parties in the 5G ecosystem

38%
Insufficient clarity on which third party entities to partner with to maximise the benefits of 5G

32%
Complexity and timeframe to deploy new IT software service and capability

32%
Security concerns of running telco application in conjunction with multiple cloud applications in the 5G ecosystem

31%
Lack of a clear software vendor roadmap to open up our network to the 5G ecosystem

30%
Limited software or platform as a service offering from our vendors

18%

participate in the B2B2X model
(38%) to be the next significant
challenge. This lack of clarity
over roles, risks and benefits
of new radio deployment and
services demonstrates a gap in
understanding and leadership
role in the ecosystem with a
consultative approach.
In the context of 5G monetisation
and enabling third parties to
charge for new 5G services, Figure
5 highlights that respondents
see a mix bag of very important

ingredients for CSPs to enable
this. Nearly a third of respondents
believe this to be lower cost to
service and increased automation
(29%), closely followed by
intelligent monetisation, powering
contextual analytics and customer
experiences (26%). Further, cloudnative capabilities and scalability,
as well as partner onboarding and
monetisation ecosystem enabled
(18% each) are each considered
as the most important ingredient
by around one in five survey
participants [Fig 5].
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About
Openet, now an
Amdocs company

Sponsor’s comment

Openet, now an Amdocs company
The attention over the
past 18 months or so
has been on getting 5G
to work in the form of
faster mobile broadband
(eMBB) and it is no
surprise to us that it
is still getting a lot of
attention [Figure 2].

One of the most prominent
early commercial use-cases for
eMBB has been fixed wireless
access (FWA), which offers
new broadband options for
underserved locations. FWA
is a journey that will continue
for some time as 5G radio
rollouts continue, given further
momentum by the extra need
for reliable broadband during
the pandemic. As we hopefully
emerge from that, attention
seems to be rapidly turning to
the other early promises of 5G,
especially services driven by low
latency such as entertainment
applications [Figure 3].
Hot on their heels will
be advanced enterprise

requirements. Some enterprises
will push hard by 2023 for
the security and control that
private 5G can give them.
Manufacturing and logistics
sectors will do so in particular
[Figure 1]. Will private networks
be a complement to slicing as
opposed to a competitor as
some in the industry might have
previously predicted? It certainly
seems that there is relatively
equal interest in both [Figure 3].
Improved efficiencies in costto-serve and further benefits
that the industry itself can
derive from 5G continue to be
strong motivators. Those are of
course important for competitive
reasons but are increasingly

significant as environmental
concerns grow amongst end
users and investors [Figure 1 and
Figure 5].
Challenges continue. The
complexities of 5G and its cloud
potential are driving resourcing
issues [Figure 4]. The selection
of vendor partners as well as
next-generation service partners
seem more critical than ever at
this key industry juncture. Service
providers are seeking to reconcile
the need to diversify with the
need to make low-risk decisions
that provide them with flexibility
they need for massive future
growth. Such challenges are
embraced at Openet, now part of
the Amdocs family.

Openet, now an Amdocs
company, is a leading
software and services
provider to communications
companies. Our deep
domain expertise &
understanding of complex
systems, underpinned by the
tenacity and determination
of our people, enable us
to radically transform how
our customers do business,
providing best in class digital
and 5G business support
systems. In an industry
where the only constant
is change, our open and
innovative technology is built
for change. We are helping
the world’s most innovative
communications companies
manage and monetise their
business and evolve from
communications companies
to digital service and
platform providers. This gives
our customers the power to
enter new markets, open
new revenue streams and
increase profitability.
For more information, visit
Openet at www.openet.com
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5G: The Next Phase
As 5G presents an opportunity to rethink network
transformation, this section of the survey aims to take
stock at the next phase, especially the role of small
cells, the deployment of SA core platforms and the
main benefit of deploying Open RAN.

B

ut let’s first take a look at
the industries that offer the
best 5G revenue opportunity.
Our respondents believe the
most promising industry to
be transport and logistics
(56%), very tightly followed by
manufacturing (55%). Both
are also among top three
industries most active in the
rollout of private networks
according to Omdia research.
Other industries investigated
are energy, utilities and mining
(47%), health and social care
(45%), business and professional
services (38%), information
technology (32%), public safety
(31%), and finally media and
broadcast (27%) [Fig 6].

FIGURE 6: INDUSTRIES OFFERING THE BEST 5G REVENUE OPPORTUNITIES
QUESTION: WHICH INDUSTRIES OFFER THE BEST 5G REVENUE
OPPORTUNITIES? (SELECT ALL THAT APPLY.)
Transport and logistics

56%
Manufacturing

“Inspired by the open-source networking
success in the IT industry, Open RAN technology
was originally deemed to introduce a more costeffective way to provide network coverage in
areas regarded as commercially unviable”

55%
Energy, utilities and mining

47%
Health and social care

45%
Business and professional services

38%
Information technology

32%
Public safety

31%
Media and broadcast

27%

In terms of customer segments,
respondents consider large and
multinational enterprises (35%)
and communication service
providers (33%) to generate the
most 5G-related revenues for their
organizations (see appendix for
full results).
As the 5G industry continues
to mature, nearly half the

respondents agree the biggest
challenge faced by the 5G
rollout is in creating a profitable
business case (48%). This ties
in with the sentiment across
the rest of the survey as we
await the proliferation of 5G SA,
enabling mission critical, URLLC,
and other capabilities that
differentiate the next generation
network.
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FIGURE 7: BIGGEST CHALLENGE FACED BY THE 5G ROLLOUT
QUESTION: WHAT DO YOU SEE AS THE BIGGEST CHALLENGE FACED BY
THE 5G ROLLOUT?
Creating a profitable business case

48%
Lack of internal 5G technology expertise

18%
Network rollout complexity

12%
Lack of technology maturity & standards

8%
Spectrum availability

7%
Security threats

4%
Device availability

2%

Small cells play a critical role
in supporting capacity and
coverage, and improving
coverage, particularly in highdensity low-signal areas. They can
connect a significant number of
devices in a cost-effective manner
with low power requirements.
It is therefore no surprise that
virtually all respondents (98%)
believe outdoor small cells play a
role in 5G public network rollout.
Meanwhile, just under half (43%)
of the survey participants expect
demand for outdoor small cell
capacity and infill requirements to
have developed before 2024.

As discussed already, most
global network rollouts are
still dominated by 5G nonstandalone (NSA). In contrast
to 5G SA, which uses 5G NR
on a new 5G core network,
NSA is a 5G radio supported
by existing 4G LTE core. In
terms of performance, 5G SA
delivers additional capacity
and much lower latency, with
game-changing value for those
interested in certain use cases
(e.g., edge computing, Industry
4.0, network slicing) over others.
The migration to 5G SA, which is
currently taking place at a slower

than desired pace, also requires
a strong virtualised and cloudnative software architecture.
As SA rollouts ramp-up it is
important to understand if the
industry considers standalone
core a turning point for 5G.
Indeed, a large share of
respondents (85%) believe the
deployment of SA core platforms
will enable 5G services providers
to benefit from its full potential,
including about a quarter (24%)
who believe it will immediately
open-up enormous new revenuegenerating potential [Fig 9].

Regulatory constraints

1%
FIGURE 8:
TIMELINE FOR DEMAND FOR OUTDOOR SMALL CELL CAPACITY
QUESTION: IF YOU ASSUME OUTDOOR SMALL CELLS WILL PLAY A PART IN
THE 5G ROLLOUT, WHEN DO YOU EXPECT DEMAND FOR SUCH CAPACITY
AND INFILL REQUIREMENTS TO DEVELOP?
The demand is already there

15%
Later this year

43%

7%
2023

21%
2024

22%
2025+

34%
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FIGURE 9: DEPLOYMENT OF SA CORE PLATFORMS – A TURNING POINT FOR 5G?
QUESTION: WILL THE DEPLOYMENT OF SA (STANDALONE) CORE PLATFORMS BE THE TURNING POINT FOR 5G AND
ENABLE SERVICE PROVIDERS TO BENEFIT FROM ITS FULL POTENTIAL?
The SA core is an important element but it’s just one more step in a long journey to 5G success.

37%
Absolutely, this will immediately open-up enormous new revenue-generating potential

24%

FIGURE 10: MAIN BENEFIT OF DEPLOYING OPEN RAN BROADLY ACROSS
MOBILE NETWORKS
QUESTION: WHAT DO YOU CONSIDER WILL BE THE MAIN BENEFIT OF
DEPLOYING OPEN RAN BROADLY ACROSS A MOBILE NETWORK ONCE
THE TECHNOLOGY IS MATURE?
Ease of introducing new architecture (virtualization, centralized pooling etc.)

85%

25%
Reduction in deployment cost

25%

It will help, for sure, but it’s not 5G’s silver bullet

24%

Competition in the supply chain

23%

SA core’s potential impact is being overhyped

Improved overall network performance of key metrics (coverage, capacity, quality)

16%

11%
It will make no difference at all to service providers’ 5G potential

Software disaggregation allowing new services

12%

4%

Inspired by the open-source
networking success in the IT
industry, Open RAN technology
was originally deemed to
introduce a more cost-effective
way to provide network
coverage in areas regarded as
commercially unviable. But a
desire for vendor diversity and
to unlock the RAN from vendor
lock-in and their proprietary
technology saw the growth of
a host of challenger vendors
undertake both greenfield
projects as well as partner with
incumbent operators on existing
technology. While early Open RAN
implementations mostly focused
around the older “Gs”, many in
the industry have debated if 5G

brings an opportunity to introduce
Open RAN into our networks.
To understand the views of the
telecoms industry professionals
on the drivers for Open RAN, we
investigated the main benefits of
deploying open sources broadly
across mobile networks, once
the technology is deemed as

matured. Nearly three quarters
of respondents believe that
each of: ease of introducing new
architecture (25%), reduction in
deployment costs (25%), and
competition in the supply chain
(23%) – in other words vendor
diversification – are the main
benefits of introducing open RAN
mobile network infrastructure [Fig 10].
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Sponsor’s comment

Commscope
In today’s dataintensive mobile world,
connectivity is more
essential than ever.

From work to leisure, shopping
to entertainment, connectivity
supports every kind of everyday
activity in one way or another.
5G next generation mobile
connectivity represents the
next step change in how we
connect to the internet, and
also presents an opportunity
to consider the next stage
of network transformation.
Part of that process includes
thinking about the roles of
other technologies in that
transformation. What solutions
can help you maximize your 5G
efforts?

cells in supporting capacity
and coverage, and how they
can help improve 5G coverage
particularly in high-density, lowsignal locations. The survey also
shows how deployment of 5G
standalone (SA) could be a game
changer, offering extra capacity
and much lower latency that
could enable certain use cases
in edge computing, Industry
4.0 and network slicing for
example. Together, they present
opportunities to greatly increase
capacity, upgrade technologies,
and improve reliability and
service quality for customers

This Telecoms.com 5G
survey report highlights the
importance of outdoor small

85% of survey respondents
believe deploying SA core
platforms will enable 5G

providers to maximize the
technology’s full potential. The
survey also draws attention
to the role of Open RAN in
helping avoid vendor lock-in,
facilitating the introduction of
new architecture and reducing
deployment costs.
CommScope is proud to be
at the forefront of driving 5G
forward as we continue to
create the solutions needed
to realise the opportunities
presented in the Telecom.com
report, building on our global
presence and wireless expertise.
To learn more about building 5G
networks faster and smarter with
CommScope, please visit our 5G/
Mobile solutions page.

About
Commscope
At CommScope we
push the boundaries of
communications technology
to create the world’s most
advanced networks. Across
the globe, our people and
solutions are redefining
connectivity, solving today’s
challenges and driving the
innovation that will meet the
needs of what’s next.
Discover more at
www.commscope.com/
solutions/5g-mobile/
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In a world where 5G network architecture is increasingly
virtualised, automated, and where mobile networks
are expected to open up to allow for disaggregation
and diversification, growing concern over higher threat
levels posed by cyberattacks is inevitable.

C

onsequently, the topic of 5G
security has grabbed the
attention of the highest levels in
governments and multi-national
agencies with geopolitical
tensions high.
In anticipation of the first 5G
network rollouts, general opinion
was divided: On one hand, the
past few years have seen strong
deliberations in governments
across the western world around
network security threats posed
by single-vendor dependency,
while on the other, a multivendor approach seems to be
debated as lacking maturity and
– in its current form – exposing
network infrastructures to even

more cyberattacks. The latter
argument was echoed in a
recently released report by the
European Commission looking
into the cybersecurity of 5G
networks as it analysed the
security implications of Open
RAN.
Against this backdrop, it is
not surprising that our survey
respondents resonate with these
security concerns. While one in
five respondents feel there are
less security concerns with new
open interfaces, nearly half of
respondents (44%) have more
security concerns with Open
RAN compared to traditional
RAN infrastructure.

FIGURE 11: SECURITY OF OPEN RAN
QUESTION: HOW DO YOU VIEW THE SECURITY OF OPEN RAN COMPARED
TO TRADITIONAL RAN INFRASTRUCTURE?

More security concerns................................. 44%
Less security concerns.................................... 20%
About the same................................................35%

In terms of Open RAN’s enabling
features and components, nearly
half of respondents (45%) believe
the primary security threat lies
with the use of open-source code,
followed by just under a third
highlighting Open RAN interfaces
(30%) as the second primary
security threat. Meanwhile, cloud
based and virtualized functions,
forming the basis around opensource infrastructure, are considered
as posing primary security concerns
to a much lesser extent with 17%
and 7%, respectively [Fig 12].

“In anticipation of the first 5G network rollouts,
general opinion was divided”
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This begs the question of how
mobile operators can bolster
5G security. Responding to
the multiple-choice question,
the most frequently selected
top solution is that they
should collaborate with cyber
specialist firms to audit and
monitor network security, with
a staggering 70% agreeing.
As a runner up, respondents
believe relying on equipment
vendors implementing security
standards developed by 3GPP
and O-RAN alliance (40%),
while a small percentage
advocate that nothing different
needs to be done compared to
4G (11%) [Fig 13].
Delving further and into security
testing done by RAN equipment
vendors, Open Testing and
Integration Centres (OTICs) and
O-RAN Plugfests, we asked
about testing adequacy. The
great majority of respondents
believe these to be either
adequate but with room for
improvement (45%) or that they
offered not nearly enough (23%)
testing adequacy, while only
a minute 6% believe security
testing is very well covered by
this group [Fig 14].

FIGURE 12: SECURITY THREATS RANKED IN TERMS OF VULNERABILITY
QUESTION: PLEASE RANK THE FOLLOWING IN TERMS OF THEIR
VULNERABILITY TO SECURITY THREATS.
Using open source code

45%
Open RAN Interfaces

30%
Cloud based functions

17%
Virtualized functions

7%

“Nearly half of respondents (45%) believe the
primary security threat lies with the use of
open-source code”

FIGURE 13:
HOW MOBILE OPERATORS SHOULD ADDRESS 5G SECURITY CONCERNS
QUESTION: WHAT SHOULD MOBILE OPERATORS DO TO ADDRESS 5G
SECURITY CONCERNS? (SELECT ALL THAT APPLY)
Collaborate with cyber security specialist firms to audit and monitor network security

70%
Rely on equipment vendors implementing security standards
developed by 3GPP & O-RAN alliance

40%
Nothing different to 4G

11%
Don’t know

5%

Editorial credit: G.Tbov / Shutterstock.com
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Meanwhile, the evolution towards
Open RAN architecture has
created more opportunities for
innovation. One such innovative
component of the open and
virtualized RAN network includes
the RAN Intelligent Controller
(RIC). The RIC is a cloud native
and central component of
the open network enabling
interoperability across different
hardware and software. It
incorporates machine learning
(ML) and artificial intelligence
(AI) to enable intelligent decision
making. It comes in two
component forms, near-realtime (typically 10 milliseconds to
1 second) for critical low-latency
applications (xApps) and non-

real-time (typically more than
one second) for applications such
as subscriber data management
(rApps). Acting as a software
hosting platform, it provides APIs
for such third-party apps (x/rApps)
allowing operators to optimise,
automate and monetise the RAN
through new services.
This means, RIC plays a
fundamental role in the open-

FIGURE 14: ADEQUACY OF SECURITY TESTING BY RAN EQUIPMENT
VENDORS, OTICS AND O-RAN PLUGFESTS
QUESTION: TO WHAT EXTENT IS SECURITY TESTING BEING ADEQUATELY
DONE BY RAN EQUIPMENT VENDORS, OTICS AND O-RAN PLUGFESTS?

source framework and requires
a robust security architecture.
Figure 15 shows that respondents
are most likely to consider
malicious or hostile x/rApps
(57%) the greatest security risk
in the Open RAN RIC. This is
not entirely unsurprising as a
recently published Open RAN
Security white paper by Deutsche
Telekom, Orange, Telefonica, TIM
and Vodafone (all signatories

of the Open RAN MoU) echoes
the risks imposed by x/rApps
conflicts and x/rApps access to
network and subscriber data.
However, such risks are believed
to be addressed with the
standardisation of application
programming interfaces (APIs)
and software development kits
(SDKs) to enable the safe and
open integration of such thirdparty Apps.

FIGURE 15: GREATEST SECURITY RISKS IN THE OPEN RAN RIC
QUESTION: WHAT WOULD YOU PERCEIVE AS THE GREATEST SECURITY
RISKS IN THE OPEN RAN RIC? (SELECT ALL THAT APPLY)
Malicious or hostile x/rApps

57%

Very well covered

6%

A1/O1 interfaces -DDOS/Fuzzing /flooding attacks

36%

Adequately but could do more

45%
Not nearly enough

23%
Don’t know

68%

Outdated TLS/IPSEC/ciphers

31%
E2 interfaces -DDOS/Fuzzing /flooding attacks

29%
Other

26%

8%
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About
VIAVI solutions
VIAVI Solutions is a world
leader in both network and
service enablement and optical
security performance products
and solutions. Our technologies
contribute to the success of
a wide range of customers –
from the world’s largest mobile
operators and governmental
entities to enterprise network
and application providers to
contractors laying the fiber and
building the towers that keep
us connected.

Sponsor’s comment

VIAVI solutions
5G is the first
telecoms generation
to introduce Open
RAN disaggregation
of networks, leading
to greater number of
interfaces and thereby a
larger attack surface.

5G is also the first telecoms
generation facilitating cloud
platform deployment of
infrastructure and functionality,
needing protection from
malicious actors. Add to this the
ever-increasing volume of traffic
endpoints, traffic mixes and
services that are growing the
number of sources from which
an attack can be launched.
According to the accompanying
5G Security report - 68% of
respondents feel additional
security testing is required
beyond the vendor, OTICs and
Plugfests testing.
Two of the supposed ‘killer
applications’ of 5G – Network
Slicing and Private 5G –

together with Edge processing,
Automation, introduction of the
RIC and the adoption of AI/
ML algorithms offer powerful
technology advances but
equally a greater number of
potential threat surfaces.
The Cybersecurity market is
growing rapidly with significant
investment being spent to ward
off the continuous threat of
attack e.g. Darktrace (enterprise
security) revenue to Sept 2021
$299m (41% YoY growth).
The 5G standards body
3GPP are doing their bit by
taking security of 5G systems
seriously with comprehensive
specifications insisting on zero

trust networks. The Open RAN
forum O-RAN Alliance have a
dedicated Security Task Group
charged with looking at how to
design a secure network.
At VIAVI, we believe cyber
defense begins in the lab
with thorough testing. VIAVI
has been securing network
infrastructure, delivering a fully
virtualized application and
security validation solution
to test and secure devices,
networks and their services for
over a decade.

Whether it be Distributed Denial
of Service (DDoS) emulation
to see what the impact of a
DDoS attack has on network
subscribers or failover testing for
critical 5G Core systems or 5G
Core embedded NGFW testing
with real traffic and real cyber
threats - the best way to prepare
for and mitigate against cyberattacks is with VIAVI TeraVM
Cybersecurity Test. VIAVI offers a
suite of 5G Security test products
to ensure 5G systems are cyber
safe before deployment. We
also offer cybersecurity Test as a
Service (Taas) running 3rd party
vulnerability scanning tools on
cellular network equipment.
Defend your 5G network from
the development phase, read
more about VIAVI 5G security test
solutions at: Security Solutions
for Wireless Operators - TeraVM
| VIAVI
Learn more at
viavisolutions.com
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5G & Virtualisation
As part of the telecoms industry’s broader shift
towards cloud-based computing and network
virtualisation, open and virtualised RANs are eagerly
debated as to whether they will be the future of
mobile and, in particular, 5G networks.

F

or instance, despite the
momentum Open RAN has
gained over the past few years,
some incumbent vendors are still
pessimistic over its commercial

FIGURE 16: KEY CHALLENGE FOR DEPLOYING OPEN RAN
QUESTION: WHAT DO YOU SEE AS THE KEY CHALLENGE FOR DEPLOYING
OPEN RAN?
Multi-vendor interoperability

47%

success. These views may well
be self-serving arguments, or
they may well serve as learnings
from past market developments
such as vendor consolidations to
predict future market direction
of Open RAN. Some industry
professionals have argued the
Rakuten acquisition of Altiostar to
act as an early example of market
consolidation and an attempt to
reduce fragmentation.

Nonetheless, as we saw in a
previous section of this survey, the
industry views vendor diversification,
ease of introducing new innovative
solutions and cost efficiency as the
main benefits for telcos deploying
Open RAN. As such, 5G and Open
RAN increasingly are seen as
complementary and therefore,
there is a need to understand
the key challenges to Open RAN
deployment.

Immature vendor ecosystem

20%
Increased complexity

14%
Unproven

10%
Governance and lifecycle management

9%

33%

“Depending on the use case, an organisation
may also need to host different applications
at different sites. As such, MEC enables
distributed computing which can execute
applications at multiple sites.”

15

Reaping the full potential of 5G | Survey report: July 2022

5G & Virtualisation

FIGURE 17: IMPORTANCE OF OPEN-SOURCE SOFTWARE FOR 5G NETWORKS
QUESTION: HOW IMPORTANT DO YOU THINK OPEN-SOURCE SOFTWARE CURRENTLY IS FOR
5G NETWORKS?

FIGURE 18: MAIN REASONS TO MOVE WORKLOADS TO THE EDGE
QUESTION: WHAT ARE THE MAIN REASONS TO MOVE WORKLOADS TO THE EDGE? (SELECT
ALL THAT APPLY)

Not at all important

Better user experience

65%

1%
Greater network flexibility

Not very important

39%

14%
Improved network resilience

Somewhat important

34%

32%

New revenue opportunities

31%

Very important

41%
Critical

12%

53%
Nearly half of the industry
respondents (47%) believe multivendor interoperability to be the
key challenge to deploying Open
RAN. Meanwhile, one in five
respondents believe an immature
vendor ecosystem (20%) is a
key challenge and a third of
the respondents are somewhat
divided between increased
complexity (14%), unproven proof
of concept (10%) and governance
and lifecycle management (9%)
as barriers to deployment [Fig 16].
Despite multi-vendor
interoperability currently
considered the main challenge
for Open RAN, there is good news
for the open-source space as an
increasing number of software
solutions for 5G networks enter

the market to improve efficiency
and enhance future capabilities.
The relevance of these is also
reflected in the responses to our
next questions.
More than half of respondents
(53%) consider open-source
software as very important or
critical for 5G networks, while
another 32% consider it at least
somewhat relevant [Fig 17]. In fact,
our respondents believe the
top three advantages of opensource software for 5G to be
increased agility (58%), the ability
to influence future features and
capabilities (48%) and opensource being better suited to
emerging technologies such as
AI/ML, containers, IoT, serverless
(45%) (see appendix for full results).
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Early in this report we discussed
that the full potential of 5G lies
in new differentiated service
capabilities. One such capability,
unleashed by 5G SA, is Mobile
Edge Computing (MEC). MEC
allows time-sensitive applications
to be computed and stored
close to the end user while
maintaining these within the
network boundary of the operator
or on the enterprise premises in
the event of a private network.
Depending on the use case,
an organisation may also need
to host different applications
at different sites. As such, MEC
enables distributed computing
which can execute applications
at multiple sites.
These benefits are also reflected
in the views of our respondents
who believe the main reason to
move workloads to the edge is a
better user experience (65%). A
greater network flexibility (39%),
improved network resiliency (34%)
and revenue opportunities (31%)
are other strongly supported

reasons to move workloads [Fig
. While these statistics make a
compelling argument for moving
workloads to the edge, operators
may still face ample operational
challenges in the form of available
inhouse knowledge and skills,
relevant enterprise understanding,
and competition from third-party
companies such as those in the
space of public cloud.

18]

Therefore, we investigated the
most compelling benefit of
moving workloads to a public
cloud with lower costs (42%)
coming out top, followed by
accelerating innovation (35%)
and efficiency gains (23%) [Fig
19]
. On the flip side, the survey
respondents identify the biggest
concern about working with a
public cloud provider as avoiding
lock-in (47%), followed by an
almost even spread between
reaping the perceived cost and
agility advantages (22%) and
the environment matching and
adopting to business needs (18%)
(see appendix for full results).

FIGURE 19: MOST COMPELLING BENEFIT OF MOVING WORKLOADS TO A
PUBLIC CLOUD
QUESTION: WHICH OF THE FOLLOWING BENEFITS OF MOVING
WORKLOADS TO A PUBLIC CLOUD IS MOST COMPELLING?

Lower costs..........................................................42%
Accelerating innovation.................................35%
Efficiency gains..................................................23%

“The main reason to move workloads to the edge
is a better user experience (65%).”

17

Reaping the full potential of 5G | Survey report: July 2022

5G & Virtualisation

About
Red Hat

Sponsor’s comment

Red Hat
Telcos are deploying
edge computing as their
radio access networks
(RANs) evolve with
disaggregated functions
on general purpose or
shared infrastructure.

Having a common and cloudnative application platform that
spans a telco’s network and is
validated to work with different
software and hardware vendors is
key in providing freedom of choice
and to ensure interoperability
through reference architectures
and network blueprints.

instrumental in their abilities
to take advantage of hybrid
and multi-cloud architectures.
Increased flexibility, greater
service agility, and the need to
meet ever increasing demand are
some of the reasons telcos are
choosing to run their applications
using open-source software within
multiple clouds. The use of public
cloud is seen by many telcos as
strategic to meet their changing
business and operational
objectives, but often comes with
a culture cost of adopting brand
new ways of developing and
deploying new applications.

The use of open-source software
continues to gain popularity
amongst telcos, seen as being

Red Hat can ease this transition
for telcos with a common and
cloud-native application platform

Open, virtualized and cloud
RAN are all examples of how
edge computing can extend
the efficiency and flexibility of
a cloud-native approach to the
RAN, as well as deliver latency
intolerant applications.

along with the expertise, tools
and training they need to sustain
and grow their use of hybrid
and multi-cloud environments
to deliver the service agility they
need to effectively compete.

As telecommunications
service providers race to
become more agile to take
advantage of the promise of
5G networks, Red Hat and
its global partner ecosystem
offer a comprehensive
open platform that helps
service providers innovate
faster, bringing new services
to market with superior
scalability, security, and
efficiency. Red Hat is the
world’s leading provider of
commercial open-source
software solutions, using
a community-powered
approach to deliver reliable
and high-performing Linux,
hybrid cloud, container, and
Kubernetes technologies.
Award-winning support,
training, and consulting
services make Red Hat
a trusted adviser to the
Fortune 500.
For more information, visit
Red Hat at redhat.com/
telco
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5G Private Networks
Operators in
some parts of
the world have
made huge
investments
to secure the
most suitable
spectrum for
5G, rolling out
networks and
launching
services.

Y

et, as discussed earlier in the
report these investments have
to date mostly have been serving
a consumer segment with only
very moderate ARPU lifts. The
rise of the bigger and unlimited
data packages in the last few
years is not the most sustainable
business model, pushing operators
and service providers into a utility
business model they desperately
wish to avoid.
As such, it is not surprising to see
that our respondents somewhat
struggle to get their heads

around the business case for
new radio. As shown in Figure 20,
46% of respondents believe the
biggest challenge affecting 5G
rollout is that the business case
is not well established. This is
followed at a distance by budget
(21%) and need for technical
expertise (20%).
Many in the industry also have
argued that the value of 5G
lies in serving the enterprise
market with services that
enable business transformation
strategies.

FIGURE 20: BIGGEST CHALLENGE AFFECTING 5G ROLLOUT
QUESTION: WHICH DO YOU THINK IS THE BIGGEST CHALLENGE
AFFECTING 5G ROLLOUT?
Business case not well established

46%
Budget

21%
Technical expertise needed

20%
Not finding the right vendors to help build a 5G network

7%
Low priority

“To date, there have been over 260 private
network contract wins and network rollouts
globally, according to Omdia research”

6%
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This view is also reflected by
the great majority of our survey
participants (63%), including two
in five respondents believing that
the main 5G business driver is
to support the digitalisation of
enterprises (38%) combined with
a quarter in favour of the support
for IoT deployments (25%) [Fig
21]
. Within the enterprise sector,
private networks play a strategic
part as they gain momentum.
Mobile private networks (MNPs)
first attracted a growing interest
with the advent of advanced LTE
technology and now with 5G. To
date, there have been over 260
private network contract wins
and network rollouts globally,

according to Omdia research,
with around two in five of being
5G private network rollouts and
these are further expected to
multiply with the onset of 5G SA.
In terms of the industries making
the most of this solution, the
manufacturing and transport
sectors were among the early
adopters and still make a large
share. This very much resonates
with the sectors that are also
expected to make the best use of
5G, as per our survey, albeit this is
not to say opportunities outside
of these sectors are shortfall.

As such, specifically built for a
defined area and typically on the
customer premise, MNPs act as a
new commercial growth area for
the telco industry.
Against this backdrop, it is no
surprise that more than half of
our industry professionals (54%)
view the key business driver
behind mobile private networks
deployments as to support large
enterprises in their digitalisation
process [Fig 22], which is also very
much in line with the 5G business
drivers as seen in Figure 21.

“Mobile private networks (MNPs) first
attracted a growing interest with the advent
of advanced LTE technology and now with 5G.”

FIGURE 22: KEY BUSINESS DRIVER BEHIND MOBILE PRIVATE NETWORKS
DEPLOYMENTS
QUESTION: WHICH OF THESE DO YOU SEE AS THE MOST SIGNIFICANT
BUSINESS DRIVER BEHIND MPN DEPLOYMENTS?
To support large enterprises in their digitalization process

54%
To support IoT deployments

21%
To support better network security and more reliable connectivity

13%
To monetize the private network through inbound roaming

12%
FIGURE 21: MAIN 5G BUSINESS DRIVER
QUESTION: WHAT DO YOU SEE AS THE MAIN 5G BUSINESS DRIVER?
To support the digitalization of enterprises

38%
To support IoT deployments

25%

63%

To support existing subscribers

15%
To support better network security and more reliable connectivity

15%
To monetize the network through inbound roaming

7%
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FIGURE 23: PLANS TO LAUNCH A MOBILE PRIVATE NETWORK (MPN)
QUESTION: DO YOU HAVE PLANS TO LAUNCH A MOBILE PRIVATE
NETWORK (MPN) OFFERING?
Yes, as a dedicated mobile private network

27%
Yes, but only with a radio network connected to a public network

“For respondents that have already deployed
MNPs, they are most likely to set up their MPN
deployments by operating their own core
network and radio”

While vendors often partner with
operators to deliver network
infrastructure, they also have
begun offering their own
solutions directly to the market
(e.g., Nokia Industrial-Grade
Private Wireless technology
for Komatsu). There are also a
growing number of alternative
partnerships in which the

13%

40%

No

25%
Not applicable

35%

classic telecoms industry
business model has been sidestepped, including enterprises
themselves taking a leading role
in their network builds. Some
governments like Germany
have also had a play in this by
ensuring sufficient 5G spectrum
is reserved for industrial use.
This of course threatens the

traditional telco business model.
As such, operators should refocus
to highlight the value they can
bring to an enterprise, consider
an advisory approach and
lead customer conversations
away from purely technical
capabilities and towards
business capabilities created
and digital transformation.

In terms of deployment plans
and deployment models, most
respondents plan to launch a
mobile private network offering
and most commonly, they are
leaning towards a dedicated
mobile private network, with
just over one in ten planning
to connect their radio network
to a public network [Fig 23]. For
respondents that have already
deployed MNPs, they are
most likely to set up their MPN
deployments by operating their
own core network and radio (23%)
(See appendix for full results).
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Sponsor’s comment

BICS
Operators globally are
grappling with what
the actual business
case for new radio is.
In fact, roughly 46% of
respondents to BICS’
recent 5G survey believe
this is the biggest
obstacle to 5G rollout.
Another 21% and 20%
attribute the difficulty
to budget and technical
expertise (or lack
thereof), respectively.

About
BICS

Many within the industry argue
that 5G’s value lies in services
transforming enterprises’ business
strategies. In fact, 63% of
respondents share this view, with
two in five identifying the main
5G business driver as supporting
enterprise digitalization. A quarter
meanwhile favor support for IoT
deployments.
Mobile private networks will
undoubtedly propel new
opportunities within enterprise
digitalization, as over half our
respondents indicate. Over 260
private network contract wins and
network rollouts have happened;
manufacturing and transport

being the early adopters, with
more sectors expected to follow
once 5G Standalone takes
charge.
Whereas operators have typically
helped vendors deliver network
infrastructure, vendors are
increasingly providing solutions
directly to the market (e.g., Nokia
Industrial-Grade Private Wireless
technology for Komatsu). Some
enterprises are even leading on
the network builds.
Governments such as we see in
Germany are reserving sufficient
5G spectrum for industrial use,
threatening the traditional

telco business model. Operators
must therefore refocus on the
core value they can bring to
enterprises. This means advising
customers and raising customer
conversations beyond purely
technical capabilities towards
new business capabilities and
digital transformation.
Perhaps most telling is the result
that most respondents plan to
launch a mobile private network
offering, with the majority
leaning towards a dedicated
mobile private network. Just
over one in ten plan to connect
their radio network to a public
network.

As a leading international
communications enabler,
BICS is connecting the world
by creating reliable and
secure mobile experiences
anytime, anywhere. We
are a global voice carrier
and the leading provider
of mobile data services
worldwide. Our solutions are
essential for supporting the
modern lifestyle of today’s
device-hungry consumer
– from global mobile
connectivity, seamless
roaming experiences,
fraud prevention and
authentication, to global
messaging and the
Internet of Things. We are
headquartered in Brussels,
with a strong presence in
Africa, Americas, Asia, Europe
and Middle East.
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SURVEY DEMOGRAPHICS

5G ECOSYSTEM

Q1. Please select the type of company you work for:
Mobile / Fixed / Virtual operators
System integrator / Consultancy
Hardware or Software Vendor
Education Institute / Research or Consulting Firm
Cloud/Web Services / OTT
Value-Added Reseller (VAR)
Government / Regulator / Authority
Media / Entertainment
Enterprise User
Other (please specify)

Other responses: Consulting, Design & Manufacturing Service, Digital Value Added
Service Provider, Industry association, MEDIA, Privacy-Assured Optical Fiber Links,
regional organisation, Strategy consultancy

26%
26%
23%
9%
1%
1%
5%
2%
1%

Other responses: Contract Management, Customer support, Network Architect, Policy
Development, Product Management, Senior Advisor, Strategic Consultant

25%
18%
16%
10%
4%
14%
5%
1%
1%
7%

Q3. In which region is your company located?
Europe
North America
Asia / Asia Pacific
Africa
South America
Middle East

35%
28%
20%
6%
9%
2%

Q4. How long have you worked in the telecommunications
industry?
Less than 5 years
5 to 9 years
10 to 14 years
15 to 19 years
20 to 24 years
25 years or more

Q8. Which parts of the 5G ecosystem do you interact with?
(Select all that apply.)

Transport and logistics

50%

Service providers

55%

Telecoms

44%

System integrators

49%

Manufacturing

41%

Other networking equipment vendors

42%

Tier 1 networking vendors

38%

Entertainment

20%

Agriculture

11%

Heavy industry

11%

Retail

4%

8%

Q2. Which of the following best reflects your current job function?
Corporate Management (CEO, COO, CFO, CTO, VPs)
Sales / Marketing
Mid-Level Management
Engineering / Developer
IT Management (CIO, VPs, Director of IT)
Analyst / Research
Network Operations
IT Operations
Administrative / Finance
Other (please specify)

Q5. Which two industries do you think will eventually make
the best use of 5G? (Select up to two.)

5%
5%
9%
14%
22%
46%

Q6. Which features associated with 5G are currently of the
greatest commercial significance? (Select up to three.)

RAN

35%

Core

34%

Business end users

32%

Software vendors

30%

Component vendors

26%

Consumer end users

17%

API developers

13%

None of the above; I don't interact with the 5G ecosystem

9%

Enhanced mobile broadband

54%

Private networks

38%

Ultra-reliable low-latency communication

35%

Mobile edge computing

29%

Massive machine-type communications

27%

Network slicing

22%

Next generation devices

18%

Open RAN

OSS

15%

36%

BSS

30%

Virtualized core

11%

CDN

24%

Q9. Which types of software do you think are most important to
making the most of 5G? (Select all that apply.)
Network analytics

63%

Security

63%

Containers

45%

Q10. What are the main challenges in transforming your business
to participate in the 5G ecosystem? (Select all that apply.)

Q7. Three years from now, which features associated
with 5G do you expect will be of the greatest commercial
significance? (Select up to three.)
Ultra-reliable Low-Latency Communication

47%

Massive Machine-Type Communications

37%

Network slicing

33%

Mobile edge computing

33%

Private networks

30%

Enhanced mobile broadband

27%

Next generation devices

20%

Open RAN

19%

Virtualized core

9%

Hard to make a business case for the migration to the cloud
required to adopt an open strategy

46%

Lack of internal resource and knowledge required to develop
technical and commercial relationships with third parties in the
5G ecosystem

38%

Insufficient clarity on which third party entities to partner with
to maximise the benefits of 5G

32%

Complexity and timeframe to deploy new IT software service
and capability

32%

Security concerns of running telco application in conjunction
with multiple cloud applications in the 5G ecosystem

31%

Lack of a clear software vendor roadmap to open up our
network to the 5G ecosystem

30%

Limited software or platform as a service offering from our vendors

18%
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5G ECOSYSTEM

5G NEXT PHASE

Q11. In the context of monetisation of 5G and enabling third
parties to charge for new 5G services, what do you see as the
single most important ingredient for CSP’s to enable this?

Q13. Which industries offer the best 5G revenue
opportunities? (Select all that apply.)
Transport and logistics

56%

Lower cost to service and increased automation

Manufacturing

55%

Energy, Utilities and Mining

47%

Health and social care

45%

29%

Intelligent monetisatons, powering contextual analytics and
customer experiences

26%

Cloud native capabilities and scalability

18%

Business and professional services

38%

18%

Information Technology

32%

10%

Public Safety

31%

Media and broadcast

27%

Partner onboarding and monetization ecosystem enabled
Platform base monetization architecture

Q12. Assuming widescale 5G standalone network coverage,
what do you see as the challenges to enabling third party
network slicing as part of the B2B2X business model?
(Select all that apply.)
Lack of clarify between the role of Private Enterprise Networks
and dedicated network slices, and when each particular model
is more appropriate.

41%

Building a meaningful partner ecosystem to participate in the
B2B2X model

38%

Communicating the benefits of a B2B2X business model to
partners and customers

32%

Lack of understanding within our organization of appropriate
commercial model(s) for 5G

30%

Technical capabilities to implement converged charging
solution for a partner 5G ecosystem

24%

Q14. Which customer segment will generate the most
5G-related revenues for your organization?

Q17. If you assume outdoor small cells will play a part in the
5G rollout, when do you expect demand for such capacity and
infill requirements to develop?
The demand is already there

15%

Later this year

7%

2023

21%

2024

22%

2025+

34%

Q18. Will the deployment of SA (standalone) core platforms
be the turning point for 5G and enable service providers to
benefit from its full potential?
Absolutely, this will immediately open-up enormous new
revenue-generating potential

24%

It will help, for sure, but it's not 5G's silver bullet

24%
37%

Large & multinational enterprises

35%

Communication Service Providers

33%

The SA core is an important element but it's just one more step
in a long journey to 5G success.

Small and medium sized enterprises

16%

SA core's potential impact is being overhyped

11%

Consumers

12%

It will make no difference at all to service providers' 5G potential

4%

Public Safety

4%

Q15. What do you see as the biggest challenge faced by the
5G rollout?

Q19. Which of these do you think will be the most important area
of focus for the Open RAN community during the next 12 months?
Overall total cost of ownership (TCO) models and analysis for
Open RAN deployments

31%

Creating a profitable business case

48%

Security measures in Open RAN architectures

19%

Lack of internal 5G technology expertise

18%

Systems integration models and blueprints

19%

Network rollout complexity

12%

Lack of technology maturity & standards

8%

Development of a stable and reliable RAN Intelligent Controller
(RIC) platform

18%

Spectrum availability

7%

13%

Security threats

4%

Open RAN-compliant remote radio head (RRH) pricing and
functionality

Device availability

2%

Regulatory constraints

1%

Q16. What role do you see outdoor small cells playing in 5G
public networks’ rollout?

Q20. What do you consider will be the main benefit of
deploying Open RAN broadly across a mobile network once
the technology is mature?
Reduction in deployment cost

25%

Ease of introducing new architecture (virtualization, centralized
pooling etc.)

25%

Competition in the supply chain

23%
16%
12%

None at all

2%

A marginal role

27%

A significant role

60%

Improved overall network performance of key metrics
(coverage, capacity, quality)

The primary role

11%

Software disaggregation allowing new services
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5G SECURITY

5G & VIRTUALISATION

Q21. How do you view the security of Open RAN compared to
traditional RAN infrastructure?

Q25. To what extent is security testing being adequately
done by RAN equipment vendors, OTICs and O-RAN Plugfests?

Q29. What do you consider to be the main driver for deploying
Open RAN?

More security concerns

44%

Very well covered

Vendor diversity

30%

Less security concerns

20%

Adequately but could do more

45%

Increased innovation

24%

About the same

35%

Not nearly enough

23%

Opex savings

23%

Don’t know

26%

Capex savings

18%

Political pressure/subsidies

5%

Q22. Please rank the following in terms of their vulnerability
to security threats. (Simply drag and drop in the proper order
such that the most vulnerable appears at the top, followed by
the second most vulnerable, etc.)
Answer

1st

2nd

3rd

4th

Using open source code

45%

20%

9%

26%

Open RAN Interfaces

30%

30%

25%

14%

Cloud based functions

17%

23%

30%

29%

Virtualized functions

7%

26%

36%

30%

Q23. What should mobile operators do to address 5G Security
concerns (select all that apply)
Collaborate with cyber security specialist firms to audit and
monitor network security

70%

Rely on equipment vendors implementing security standards
developed by 3GPP and O-RAN alliance

40%

Nothing different to 4G

11%

Don't know

5%

Q24. To what extent do you feel rApps/xApps present a
security threat to the operators’ network:

6%

Q26. Does the benefit of edge infrastructure out-weigh the
risk of an increased attack surface across the network?
Yes

54%

Q30. What do you see as the key challenge for deploying
Open RAN?

No

16%

Multi-vendor interoperability

47%

Don't know

30%

Immature vendor ecosystem

20%

Increased complexity

14%

Unproven

10%

Governance and lifecycle management

9%

Q27. What would you perceive as the greatest security risks in
the Open RAN RIC? (Select all that apply.)
Malicious or hostile x/rApps

57%

A1/O1 interfaces -DDOS/Fuzzing /flooding attacks

36%

Outdated TLS/IPSEC/ciphers

31%

Q31. How important do you think open source software
currently is for 5G networks?

E2 interfaces -DDOS/Fuzzing /flooding attacks

29%

Not at all important

1%

8%

Not very important

14%

Somewhat important

32%

Very important

41%

Critical

12%

Other (please specify)

Other responses: Collect & Hold, Incompetent Staff, Man in the Middle Attacks, TBD

Q28. Do you plan to secure 5G SA core interfaces, such as N3,
by deploying next gen firewall (NGFW) technology?
Already planned/deployed

33%

Planning to deploy in the next 12 months

33%

14%

No plans/Not applicable

0%

Same as any other Open RAN component

56%

Not a Network Operator

33%

Perhaps in the future

24%

Base: Respondents with Network Operations job functions

Very much

Not at all

6%

Q32. What advantages do you think open source software
offers for 5G? (Select all that apply.)
Increased agility

58%

The ability to influence future features & capabilities

48%

Better suited to emerging technologies (e.g., AI/ML, containers,
IoT, serverless)

45%

Better security

16%
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Q33. What do you think is the primary driver for deploying a
5G SA core?

Q37. Which 5G deployment phase are you in?
Rolling out a 5G radio network

22%

New service capabilities

32%

5G radio is complete, now rolling out a 5G core network

11%

Yes, as a dedicated mobile private network

Lower latency

26%

13%

Yes, but only with a radio network connected to a public network

13%

Network slicing

24%

Will roll out in 2-5 years

16%

No

25%

Increased efficiencies

18%

Other (please specify)

Not applicable

35%

Q34. What are the main reasons to move workloads to the
edge? (Select all that apply.)
Better user experience

65%

Greater network flexibility

39%

Improved network resilience

34%

New revenue opportunities

31%

Technical capabilities to implement converged charging
solution for a partner 5G ecosystem

24%

Q35. Which of the following benefits of moving workloads to a
public cloud is most compelling?
Lower costs

42%

Accelerating innovation

35%

Efficiency gains

23%

Will roll out this year

Other responses: Edge Computing, Moving into Low Earth satellites delivery, On a
proof of concept basis , There is virtually no coverage of 5G so no idea when, Work on
applications

Not applicable

27%

6%
33%

Q38. By when do you expect to roll out 5G?

Q42. Which of these do you see as the most significant
business driver behind MPN deployments?
To support large enterprises in their digitalization process

54%

To support IoT deployments

21%

To support better network security and more reliable connectivity

13%

To monetize the private network through inbound roaming

12%

Already done

17%

End of this year

16%

Next year

13%

Sometime in the next 5 years

19%

Will only roll out 5G radio

2%

Q43. WDo you see a need to connect MPNs from the same
enterprise to each other in different countries?

Other (please specify)

1%

Yes

53%

31%

No

14%

Unsure

33%

Other responses: Maybe never

Not applicable

Q39. Which do you think is the biggest challenge affecting 5G
rollout?
Business case not well established

Q36. What is your biggest concern about working with a
public cloud provider?

Q41. Do you have plans to launch a mobile private network
(MPN) offering?

46%

Budget

21%

Technical expertise needed

20%

Avoiding lock-in

47%

Not finding the right vendors to help build a 5G network

7%

Reaping the perceived cost & agility advantages

22%

Low priority

6%

The environment matching and adapting to business needs

18%

Minimising competitive risks for disintermediation

13%

Q40. What do you see as the main 5G business driver?

Q44. For respondents who have already deployed an MPN,
how is it set up?
We operate our own core network and radio

23%

As a slice of a local mobile network but with own radio

12%

We have an external enabler to support us (Mobile Virtual
Network Enabler)

5%

Other (please specify)

1%

Other responses: Own RAN, locally

To support the digitalization of enterprises

38%

To support IoT deployments

25%

To support existing subscribers

15%

To support better network security and more reliable
connectivity

15%

To monetize the network through inbound roaming

7%

Not applicable

59%

26

