How Proximus Global enables
end-to-end protection

Proximus Global applies a unified security strategy built around three essential layers: network,
communications, and end-user. Each layer addresses distinct threat vectors, yet works together to

create an end-to-end protection model built for modern telecom environments.
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Network layer

Safeguards the core network
and interconnection fabric by
detecting and blocking
signaling threats, protocol
abuse, and vulnerabilities that
compromise confidentiality,
integrity, and availability.
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Communications layer

Protects voice, messaging, and
roaming traffic from fraud,
routing abuse, inflated traffic,
spoofing, and
monetization-driven threats that
directly impact both operators
and enterprise customers.

&

End-user layer

Secures subscribers and their
digital identities by mitigating
social engineering, identity
abuse, account takeover
attempts, and Al-enabled
scams through
intelligence-driven risk scoring
and verification.

Together, these three layers deliver a comprehensive, 360-degree protection framework that enables
operators to evolve from reactive controls to a proactive, intelligence-driven security posture.
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Securing the core: Signaling &
interconnect defense

Signaling-based attacks targeting confidentiality, integrity, and
availability across roaming and interconnection, with legacy protocols

remaining the primary exposure.

Main threat types:

How protection is applied

Network Vulnerability
Assessment (NVA)

> Non-intrusive penetration tests

> Covers all major threat types including denial of
service, SMS interception and location tracking

> Applies to $S7, Diameter, GTP-C, SIP and HTTP2

Telecom Intrusion Detection
System (TIDS)

> 24/7 monitoring of raw signaling data to identify
attempted and successfully exploited attacks based
on defined detection parameters

> Covers all major threat types, going beyond GSMA
recommendations

> Applies to SS7, Diameter, GTP-C, SIP and HTTP2
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Hosted Signaling
Firewall (HSF)

> Real-time blocking of vulnerabilities at transit layer

> Covers all major threat types, following GSMA
recommendations, including Category 1, 2 and low
layer format filtering

> Applies to SS7 and Diameter

Signaling Threat
Intelligence (STI)

> Behavioral insights and Al-based risk scoring of
Global Titles

> Built on 100,000+ profiled SS7 nodes daily

> Integrate with any existing monitoring system



Voice, Messaging and Roaming:

Securing high-risk traffic channels

This layer is where fraud directly translates into revenue leakage,
regulatory exposure and customer harm.

Main threat types:

‘g Routing and bypass }li} Artificially Inflated Traffic (AIT) g Fraudulent traffic

Origin abuse Premium rate fraud Roaming fraud

How protection is applied

FraudGuard voice
> Near real-time hosted detecting and blocking at
the transit layer

> For local subscribers and inbound roamers across
telco and enterprises

> Outbound premium rate: IRSF, arbitrage, PBX
hacking, call stretching, FAS and roaming fraud

> Inbound fraudulent traffic: Wangiri, robocalls, spam,
flash calls

> Origin abuse: CLI spoofing, number hijacking

Voice Roaming Firewall
> Real-time protection against voice fraud from
outbound roamers

> Near real-time hosted detecting and blocking at
the transit layer

> Outbound premium rate: IRSF, roaming-specific
fraud, arbitrage

Local deployments

FraudGuard SMS

> Near real-time hosted detecting and blocking at
the transit layer

> For local subscribers and inbound roamers across
telco and enterprises

> Outbound premium rate: AIT (A2P & P2P),
Malware-generated fraud and IRSF

> Inbound fraudulent traffic: Smishing (A2P & P2P),
Spam, "Hello" fraud

> Origin abuse: Originator Spoofing

Monetization services
> CDR- or TCG-based hosted detection of illegitimate
routing

> Routing and bypass: SIM-box, SIM-farm, grey
routes, OTT fraud, interconnect misuse

> Fully managed E2E monetization service for
A2P business

Local Protection (by 365squared - part of Proximus Global)
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Protecting digital identity in an Al driven fraud era
What is at risk?

Fraud at the end-user layer leads to financial loss, account takeover,
erosion of trust, and brand damage. Consumers expect operators to
safeguard their digital identity even as threats grow more sophisticated.
Our solutions are designed to support operators in addressing these
risks.

Main threat types:
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How protection is applied

365guard (by 365squared - Part of Intelligence API (by Telesign — Part of
Proximus Global) Proximus Global)
> Local protection against malicious end-user traffic > Real-time risk score for individual phone numbers
intended to support fraud risk assessment and
> Social Engineering: smishing (P2P, A2P), decision-making
"Hello" fraud

> Identity abuse: Inconsistent phone attributes and
> Fraudulent traffic: bulk messages, usage patterns
genAl-enabled scams
> Fraudulent Traffic: association with fraud, spam or
promo abuse

PhonelD API (by Telesign — Part of Proximus Global)

> Verified phone number and subscriber data, designed to assist in identity verification workflows as configured by
the customer

> Identity abuse: Inconsistent signals across contact data, subscriber status, porting history, call forwarding,
SIM swap, age verification and more
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Why Proximus Global

H Proven at global scale

We support the protection of international telecom
traffic daily and identify and address millions of
fraud attempts in real time, backed by decades of
telecom security expertise.

& Expertise built into operations

Security solutions designed to be operationally
integrated, continuously refined through live
networks, real incidents and global threat
intelligence.

NP
[@ Easy and flexible to consume

Managed and hosted solutions shift complexity
away from operators, helping reduce operational
burden while accelerating time to protection.

@ End-to-end protection

A single partner providing solutions designed to
support the security of networks, communications
and end-users

What operators must do now?

The fraud landscape evolves faster than traditional security approaches can adapt. Operators delaying
comprehensive protection face increasing exposure across revenue, regulatory compliance, and
customer trust.

In 2026, security is no longer optional, but a key differentiator for telecom operators.

Contact your Proximus Global account team to assess your security posture and discuss protection
strategies tailored to your network.
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Proximus Global

Proximus Global, combining the strengths of Telesign, BICS, and Route Mobile, is transforming the future of coommunications and digital identity.

Together, our solutions fuel innovation across the world's largest companies and emerging brands. Our unrivaled global reach empowers pfOXImUS
businesses to create engaging experiences with built-in fraud protection across the entire customer lifecycle. Our comprehensive suite of Global
solutions — from our super network for voice, messaging, and data, to 5G and |oT; and from verification and intelligence to CPaaS for personalized

omnichannel engagement — enables businesses and communities to thrive. Reaching over 5 billion subscribers, securing more than 180 billion © Proximus Global 2025.
transactions annually, and connecting 1,000+ destinations, we honor our commitment to connect, protect and engage everyone, everywhere. All rights reserved.

Learn more at proximusglobal.com



